
CHALLENGES
A large public administration in North Rhine-
Westphalia with around 12,000 employees,
including schools and municipal services, faced
strict GDPR and security requirements. 

Sensitive citizen data, authentication processes,
and internal communications could not be
transferred to public cloud environments. At the
same time, the organisation needed to modernise
collaboration and communication across
departments while integrating with an existing
on‑premise telephony infrastructure.

Ensuring data sovereignty, compliance, and
secure AI usage were critical challenges.
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IMPLEMENTATION
The organisation implemented an on‑premise
collaboration platform based on Rocket.Chat
(chat, presence, telephony integration) and Pexip
(resilient video conferencing). 

The solution is enhanced with a privacy‑first AI
approach, enabling local deployment of LLMs via
standard APIs (e.g. OpenAI-compatible interfaces
with local models such as Ollama). 

A Retrieval-Augmented Generation (RAG) pipeline
was introduced to combine the LLM with internal
administrative knowledge bases, enabling
accurate and contextual responses without
exposing sensitive data externally. 

All communication, AI processing, and data
storage remain fully under organisational control
within the local infrastructure.

BENEFITS
The administration achieved full digital
sovereignty with no dependency on public cloud
services. Sensitive data, conversations,
recordings, and AI-generated summaries remain
entirely on‑premise, ensuring GDPR compliance
and maximum security. 

Employees benefit from modern collaboration
tools combined with trustworthy AI support, while
the organisation gains a future‑ready platform to
scale secure digital services across departments
and schools without compromising data
protection.



Damovo is a global technology service provider
that supports organisations worldwide on their
digital transformation journey. Its broad
portfolio includes solutions in the areas of
cybersecurity, enterprise networks, unified
communications and collaboration, contact
centres, and global managed services.

With over 600 dedicated employees, Damovo
operates across Europe, the Americas and the
Asia-Pacific region, providing global support in
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